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Public Certificate Lifetime
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Manual Management  Automated CLM

Labor required per 100

g ~500+ hours 10 hours or less
certificates/year
Out?ge risk due to certificate High Near zero
expiry
Operator intervention per event Multiple steps Slngle click/minimal/no
action
Abili I i . .
bility to scale as environment Difficult High
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Quantum Threat

H Metafaon oto Post Quantum
Cryptography.
* NIST oAokAnpwoe ta enionua PQC
T(POTUTIA
* ML-KEM, ML-DSA, SLH-DSA,LMS, XMSS
* Katdpynon RSA & ECC 2030-2035
* Google

* Jt0 Android 17 evowpatwBnke PQC
digital signature protection using ML-
DSA

* Google Chrome support for PQC

* Aavakoilvwoe xpovodlaypappa e
oAokAnpwon petafaong oto 2029

* MS evowpatwoe PQC alyoplBuouc ota
Windows 11 Kau Server 2025
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The perfect Storm

OAa pall cuvBEtouv TV TéAsLa
Kortayida.

‘EXOUME TNV MANPN €lkova twv Crypto Asset

WOTE Vo avTKataotabouly ? 2 ol = - Multiple Crypto
) . U, - sset types across the
* Assymetric Keys/ Certificates 11111 I : organization (Symmetric/

. symmetric, HS
*  Symmetric Keys o eCAS)

* Private CAs / PKls
*  Public CAs
* HSMs
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Entrust Cryptographic Security Platform (CSP)

To fully address these challenges, centralized visibility and control
must be paired with a complete, unified stack of PQC-ready solutions

PK| Certificate Lifecycle Key and Secrets HSM
Management Management
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Complete Crypto Asset Single Pane of Glass:
Entrust Cryptographic Security Posture (CSP)

A Centralized Enterprise-wide Cryptographic Security Platform

* Discovery of Crypto Assets

Security, Compliance, and Risk Dashboard

* Secure key storage and cryptographic Multi-cloud
operations || o
Servers Q <. . .> Cr)_/f)_t_(z _{\_g_ |_||ty
R [ . P
e Automated issuance & management of Networks Discover Automate Prepargdness
public and private certificates S
Endpoints
*  Vulnerability and compliance monitoring Keys — Certificates — Secrets

enforcement
Cloud/aaS On Premises
* Available in SaaS, On-Premises and as a

Managed Service

Managed Service
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Entrust CSP Single Pane of Glass: Compliance
Manager

Key Management . . Secrets Management

Cortifi " COMPLIANCE
ponticate Lecycle & RISK . Third-Party Objects
9 MANAGEMENT
Enterprise PKI HSM
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Complete Crypto Asset Single Pane of Glass:
Entrust Cryptographic Security Posture (CSP)

G% —— Risk Score —
* Compliance —————

O —————— Metadata —

Calculate risk

Validate against policies

Collecting Metadata of the
infrastructure and the Keys,

Management Layer Secrets and Certificates

Technical Layer

|

PKI, KMS, SM
HSM, 3rd Party

Generating and manging
cryptographic material

Keys, Secrets,
Certificates

Cryptographic material like keys,
certificates and secrets

Infrastructure that utilize

— Integrations ——— cryptographic material
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Entrust CSP Success Story: Financial Institution

Financial institution providing personal and

regulated sector.

Old Status and the Discovery Questions

Considering to transition from self-hosted
Microsoft Certificate Authority (CA) to a cloud-hosted Public Key
Infrastructure (PKI). The IT team, manages a PKI with one offline root CA,
two offline policy CAs, and two online issuing CAs, supporting roughly
1,200 workstations and 700 users with auto-enrolled (via AD) certificates

Challenges with manual certificate issuance for code signing
and internal web servers (IIS, Apache, Tomcat), which creates
inefficiencies and risks of service disruptions due to expirations.

The external SSL certificates, currently managed via
GoDaddy, are siloed, and Bank was exploring consolidation pending
senior management approval to get a lower expiration risk posture and
clearer ownership.

With Microsoft Intune handling mobile device management for MacBooks
and (BYOD) policy, a hosted PKI as a Service was consdered, Certificate
Lifecycle Management, and key management to support up to 2,500
certificates, ensuring compliance with PCI DSS and other standards.
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business banking services, operating in a highly

Criteria

Success Story: Financial Institution leveraged Entrust’s CSP, CLM,
PKlaaS, and KC to modernize PKI, automate certificate management,
and ensure compliance in a Microsoft-centric environment.

4 )

Applicable Value Driver

v' Optimize Operational Efficiency

v Reduce Risk of Data Loss

v" Achieve Compliance

Requwed Capabilities
Hosted PKI to manage device and user certificates, code signing, and internal web
services.

v’ Certificate Lifecycle Management (CLM) to automate issuance, renewal, and
tracking of certificates, integrate with Intune, AD, and future HRIS systems.

v A unified “single pane of glass” dashboard for centralized certificate oversight.

v Post-quantum readiness to secure the operations and prepare for regulatory
changes.

Implementation &

Solution Deployed outcome

v Entrust CSP that included: PKI Private CA , CSP CLM selected for seamless cloud
integrations, automation capabilities, and roadmap for public CA support (DigiCert
and GoDaddy), CSP Vault (KMS), HSM, CSP Compliance Manager

Positive Business Outcome

v Centralized dashboard for certificate and compliance oversight reducing our risk
and creating better control

v" Enhanced security for code signing and web servers to lower security risk

v' Guaranteed SLA and scalability for the future expansions

v Improved compliance with PCI DSS and NIST

L‘/ Future-proofing with post-quantum cryptography. y




Your Trusted Partner for

ATH=XGROUP Sustainable
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